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Purpose

The Nation requires a Homeland Secu-
rity Advisory System to provide a com-
prehensive and effective means to dissemi-
nate information regarding the risk of ter-
rorist acts to Federal, State, and local au-
thorities and to the American people. Such
a system would provide warnings in the
form of a set of graduated “Threat Condi-
tions” that would increase as the risk of
the threat increases. At each Threat Condi-
tion, Federal departments and agencies
would implement a corresponding set of
“Protective Measures” to further reduce
vulnerability or increase response capability
during a period of heightened alert.

This system is intended to create a com-
mon vocabulary, context, and structure for
an ongoing national discussion about the
nature of the threats that confront the
homeland and the appropriate measures
that should be taken in response. It seeks
to inform and facilitate decisions appro-
priate to different levels of government and
to private citizens at home and at work.

Homeland Security Advisory System

The Homeland Security Advisory System
shall be binding on the executive branch
and suggested, although voluntary, to other
levels of government and the private sector.
There are five Threat Conditions, each
identified by a description and cor-
responding color. From lowest to highest,
the levels and colors are:

Low = Green;

Guarded = Blue;

Elevated = Yellow;

High = Orange;

Severe = Red.

The higher the Threat Condition, the
greater the risk of a terrorist attack. Risk
includes both the probability of an attack

occurring and its potential gravity. Threat
Conditions shall be assigned by the Attor-
ney General in consultation with the Assist-
ant to the President for Homeland Security.
Except in exigent circumstances, the Attor-
ney General shall seek the views of the
appropriate Homeland Security Principals
or their subordinates, and other parties as
appropriate, on the Threat Condition to be
assigned. Threat Conditions may be as-
signed for the entire Nation, or they may
be set for a particular geographic area or
industrial sector. Assigned Threat Condi-
tions shall be reviewed at regular intervals
to determine whether adjustments are war-
ranted.

For facilities, personnel, and operations
inside the territorial United States, all Fed-
eral departments, agencies, and offices
other than military facilities shall conform
their existing threat advisory systems to this
system and henceforth administer their sys-
tems consistent with the determination of
the Attorney General with regard to the
Threat Condition in effect.

The assignment of a Threat Condition
shall prompt the implementation of an ap-
propriate set of Protective Measures. Pro-
tective Measures are the specific steps an
organization shall take to reduce its vulner-
ability or increase its ability to respond dur-
ing a period of heightened alert. The au-
thority to craft and implement Protective
Measures rests with the Federal depart-
ments and agencies. It is recognized that
departments and agencies may have several
preplanned sets of responses to a particular
Threat Condition to facilitate a rapid, ap-
propriate, and tailored response. Depart-
ment and agency heads are responsible for
developing their own Protective Measures
and other antiterrorism or self-protection
and continuity plans, and resourcing, re-
hearsing, documenting, and maintaining
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these plans. Likewise, they retain the au-
thority to respond, as necessary, to risks,
threats, incidents, or events at facilities
within the specific jurisdiction of their de-
partment or agency, and, as authorized by
law, to direct agencies and industries to
implement their own Protective Measures.
They shall continue to be responsible for
taking all appropriate proactive steps to re-
duce the vulnerability of their personnel
and facilities to terrorist attack. Federal de-
partment and agency heads shall submit an
annual written report to the President,
through the Assistant to the President for
Homeland Security, describing the steps
they have taken to develop and implement
appropriate Protective Measures for each
Threat Condition. Governors, mayors, and
the leaders of other organizations are en-
couraged to conduct a similar review of
their organizations” Protective Measures.

The decision whether to publicly an-
nounce Threat Conditions shall be made
on a case-by-case basis by the Attorney
General in consultation with the Assistant
to the President for Homeland Security.
Every effort shall be made to share as
much information regarding the threat as
possible, consistent with the safety of the
Nation. The Attorney General shall ensure,
consistent with the safety of the Nation,
that State and local government officials
and law enforcement authorities are pro-
vided the most relevant and timely informa-
tion. The Attorney General shall be respon-
sible for identifying any other information
developed in the threat assessment process
that would be useful to State and local offi-
cials and others and conveying it to them
as permitted consistent with the constraints
of classification. The Attorney General shall
establish a process and a system for con-
veying relevant information to Federal,
State, and local government officials, law
enforcement authorities, and the private
sector expeditiously.

The Director of Central Intelligence and
the Attorney General shall ensure that a
continuous and timely flow of integrated
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threat assessments and reports is provided
to the President, the Vice President, Assist-
ant to the President and Chief of Staff,
the Assistant to the President for Homeland
Security, and the Assistant to the President
for National Security Affairs. Whenever
possible and practicable, these integrated
threat assessments and reports shall be re-
viewed and commented upon by the wider
interagency community.

A decision on which Threat Condition
to assign shall integrate a variety of consid-
erations. This integration will rely on quali-
tative assessment, not quantitative calcula-
tion. Higher Threat Conditions indicate
greater risk of a terrorist act, with risk in-
cluding both probability and gravity. De-
spite best efforts, there can be no guar-
antee that, at any given Threat Condition,
a terrorist attack will not occur. An initial
and important factor is the quality of the
threat information itself. The evaluation of
this threat information shall include, but
not be limited to, the following factors:

1. To what degree is the threat informa-
tion credible?

2. To what degree is the threat informa-
tion corroborated?

3. To what degree is the threat specific
and/or imminent?

4. How grave are the potential con-
sequences of the threat?

Threat Conditions and Associated Protective
Measures

The world has changed since September
11, 2001. We remain a Nation at risk to
terrorist attacks and will remain at risk for
the foreseeable future. At all Threat Condi-
tions, we must remain vigilant, prepared,
and ready to deter terrorist attacks. The
following Threat Conditions each represent
an increasing risk of terrorist attacks. Be-
neath each Threat Condition are some sug-
gested Protective Measures, recognizing
that the heads of Federal departments and
agencies are responsible for developing and
implementing appropriate agency—specific
Protective Measures:
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1. Low Condition (Green). This condi-
tion is declared when there is a low risk
of terrorist attacks. Federal departments
and agencies should consider the following
general measures in addition to the agency-
specific Protective Measures they develop
and implement:

a) Refining and exercising as appropriate

preplanned Protective Measures;

b) Ensuring personnel receive proper
training on the Homeland Security
Advisory ~ System  and  specific
preplanned department or agency
Protective Measures; and

c) Institutionalizing a process to assure
that all facilities and regulated sectors
are regularly assessed for
vulnerabilities to terrorist attacks, and
all reasonable measures are taken to
mitigate these vulnerabilities.

2. Guarded Condition (Blue). This condi-
tion is declared when there is a general
risk of terrorist attacks. In addition to the
Protective Measures taken in the previous
Threat Condition, Federal departments and
agencies should consider the following gen-
eral measures in addition to the agency-
specific Protective Measures that they will
develop and implement:

a) Checking communications with des-
ignated emergency response or com-
mand locations;

b) Reviewing and updating emergency
response procedures; an

c) Providing the public with any infor-
mation that would strengthen its abil-
ity to act appropriately.

3. Elevated Condition (Yellow). An Ele-
vated Condition is declared when there is
a significant risk of terrorist attacks. In ad-
dition to the Protective Measures taken in
the previous Threat Conditions, Federal de-
partments and agencies should consider the
following general measures in addition to
the Protective Measures that they will de-
velop and implement:

a) Increasing surveillance of critical loca-

tions;

b) Coordinating emergency plans as ap-
propriate with nearby jurisdictions;

c) Assessing whether the precise charac-
teristics of the threat require the fur-
ther refinement of preplanned Protec-
tive Measures; and

d) Implementing, as appropriate, contin-
gency and emergency response plans.

4. High Condition (Orange). A High
Condition is declared when there is a high
risk of terrorist attacks. In addition to the
Protective Measures taken in the previous
Threat Conditions, Federal departments
and agencies should consider the following
general measures in addition to the agency-
specific Protective Measures that they will
develop and implement:

a) Coordinating necessary security efforts
with Federal, State, and local law en-
forcement agencies or any National
Guard or other appropriate armed
forces organizations;

b) Taking additional precautions at pub-
lic events and possibly considering al-
ternative venues or even cancellation;

c) Preparing to execute contingency pro-
cedures, such as moving to an alter-
nate site or dispersing their workforce;
and

d) Restricting threatened facility access
to essential personnel only.

5. Severe Condition (Red). A Severe
Condition reflects a severe risk of terrorist
attacks. Under most circumstances, the
Protective Measures for a Severe Condition
are not intended to be sustained for sub-
stantial periods of time. In addition to the
Protective Measures in the previous Threat
Conditions, Federal departments and agen-
cies also should consider the following gen-
eral measures in addition to the agency-
specific Protective Measures that they will
develop and implement:

a) Increasing or redirecting personnel to

address critical emergency needs;
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b) Assigning emergency response per-
sonnel and prepositioning and mobi-
lizing specially trained teams or re-
sources;

c) Monitoring, redirecting, or con-
straining transportation systems; and

d) Closing public and government facili-
ties.

Comment and Review Periods

The Attorney General, in consultation
and coordination with the Assistant to the
President for Homeland Security, shall, for
45 days from the date of this directive,
seek the views of government officials at
all levels and of public interest groups and

the private sector on the proposed Home-
land Security Advisory System.

One hundred thirty-five days from the
date of this directive the Attorney General,
after consultation and coordination with the
Assistant to the President for Homeland
Security, and having considered the views
received during the comment period, shall
recommend to the President in writing pro-
posed refinements to the Homeland Secu-
rity Advisory System.

GEORGE W. BUSH

NoTtE: This directive was released by the Of-
fice of the Press Secretary on March 12.

Remarks in a Discussion on Community Service in Philadelphia,

Pennsylvania

March 12, 2002

The President. Thank you all very much.
Well, Chris, thank you very much. And
thank you all for coming. I've been really
looking forward to coming back to Philadel-
phia. After all, it was here that Benjamin
Franklin set the stage for what it means
to be a good volunteer. He started a uni-
versity and started a library. He rallied peo-
ple to help neighbors in need. So this is
a good place to come and conduct a na-
tional dialog on the importance of people
serving neighbors in need and the impor-
tance of people volunteering in their com-
munity.

And T want to thank Chris so very much
for agreeing to be a moderator, but also
thank you for your service to the Philadel-
phia community.

Sometimes when the President shows up,
we get a pretty august crowd of elected
officials here. I know the mayor is here
somewhere. I want to thank the mayor for
coming. Mr. Mayor, thank you for being
here—oh, yes. Senator Specter, Senator
Santorum, Congressmen Borski and Green-
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wood, Congressmen Weldon and Hoeffel,
thank you all for coming. I know the attor-
ney general of the State of Pennsylvania
is here as well. Welcome, Mike.

It’s good to see members of the mighty
Pennsylvania congressional delegation, a
fine lot. [Laughter] I know they understand
the proper role of Government. And that
is that Government can’t make people love
one another. I wish it could. I promise
you, I'd sign the law—/[laughter]—and they
would all sponsor it. But we understand
that Pennsylvania, like the other States in
our Union, are full of compassionate peo-
ple. And the job of Government is to serve
as a catalyst to capture that compassion.

And that’s incredibly important as we
fight this war on terror. You know, we've
got a great military might in the United
States, and I can’t tell you how proud I
am of our military. But another strength
of the country is our compassion and our
love for each other.
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